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Abstract: The growing adoption of smart grid systems presents significant advancements in
the efficiency of energy distribution, along with enhanced monitoring and control capabili-
ties. However, the interconnected and distributed nature of these systems also introduces
critical security vulnerabilities that must be addressed. This study proposes a secure
communication protocol specifically designed for smart grid environments, focusing on
authentication, secret key establishment, symmetric encryption, and hash-based message
authentication to provide confidentiality and integrity for communication in smart grid
environments. The proposed protocol employs the Elliptic Curve Digital Signature Algo-
rithm (ECDSA) for authentication, Elliptic Curve Diffie–Hellman (ECDH) for secure key
exchange, and Advanced Encryption Standard 256 (AES-256) encryption to protect data
transmissions. The protocol follows a structured sequence: (1) authentication—verifying
smart grid devices using digital signatures; (2) key establishment—generating and securely
exchanging cryptographic keys; and (3) secure communication—encrypting and transmit-
ting/receiving data. An experimental framework has been established to evaluate the
protocol’s performance under realistic operational conditions, assessing metrics such
as time, throughput, power, and failure recovery. The experimental results show that
the protocol completes one server–client request in 3.469 ms for a desktop client and
41.14 ms for a microcontroller client and achieves a throughput of 288.27 requests/s and
24.30 requests/s, respectively. Furthermore, the average power consumed by the protocol
is 37.77 watts. The results also show that the proposed protocol is able to recover from
transient network disruptions and sustain secure communication.

Keywords: public key cryptography; smart grid; cryptographic protocol; key establishment;
authentication

1. Introduction
The evolution of modern smart grids has marked a significant advancement in energy

management systems, characterized by notable improvements in the efficiency, reliability,
and adaptability of electricity distribution [1]. Unlike traditional electrical systems, which
operate on a centralized and one-way communication model (i.e., from supervisory con-
trol and data acquisition (SCADA) to other grid nodes), smart grids are defined by their
two-way communication capabilities (i.e., between SCADA and other grid nodes) and the
integration of distributed generation sources. This contemporary framework utilizes a
diverse range of advanced technologies, including smart meters for real-time data acquisi-
tion, phasor measurement units (PMUs) for accurate monitoring of electrical waveforms,
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and phasor data concentrators (PDCs) to aggregate data from PMUs and to facilitate data
sharing with SCADA.

Smart grids additionally incorporate distributed energy resources (DERs) [2] such as
solar panels, wind turbines, and electric vehicle (EV) chargers, which support the expanding
EV market. Advanced supervisory systems, including Advanced Metering Infrastructure
(AMI) [3], Supervisory Control and Data Acquisition (SCADA) [4], and Advanced Dis-
tribution Management Systems (ADMS) [5], are also integral to enhancing dynamic grid
management. This interconnected ecosystem promotes enhanced operational efficiency
and optimizes electricity distribution, contributing to a more sustainable approach to
energy consumption.

These advancements in smart grids require robust communication protocols to protect
the integrity and reliability of grid operations. The integration of Internet of Things (IoT)
devices into smart grids presents transformative opportunities to enhance grid intelligence,
reliability, and overall efficiency [6]. Simultaneously, this integration introduces significant
cybersecurity challenges [7–9]. The communication among devices and supervisory-level
data flows within systems such as AMI, SCADA, and Industrial Control Systems (ICSs) are
increasingly susceptible to interception and manipulation by malicious actors. Existing stan-
dards for smart grid communication, including IEEE C37.118.2 [10] and IEC 61850-90-5 [11],
do not specify node authentication, secret key establishment, and secure communication
mechanisms, consequently leaving the power grid vulnerable to various cybersecurity
threats, including unauthorized access and data tampering. These vulnerabilities not
only jeopardize operational safety but also raise significant concerns regarding the overall
security of electrical infrastructure.

The secure operation of smart grids is dependent upon provision of various security
services, including (i) authentication, which verifies the authenticity of smart grid nodes,
service providers (SPs), and other users to prevent impersonation, replay, or insider attacks;
(ii) integrity, which protects transmitted PMU/smart meter measurements and readings
from unauthorized alteration or tampering; (iii) confidentiality, which ensures that sensitive
information, such as energy consumption, generation data, and operational commands,
remains confidential during transmission; (iv) non-repudiation, which prevents any party
engaged in data exchange from denying actions conducted; (v) authorization mechanisms,
which provide access control and must implement role-based access controls to restrict
system privileges; and (vi) anonymity, which is essential to protect consumer identity
and prevent data tracking. Security safeguards must ensure that data extracted from
compromised devices do not compromise the security of the overarching SCADA/AMI
system. The provision of these security services explicitly mitigates threats such as man-in-
the-middle (MITM) attacks and denial-of-service (DoS) [12] interruptions, thus ensuring
the resilience and reliability of smart grid operations.

This study addresses the critical need for a secure communication protocol specifically
designed for smart grid environments. The protocol incorporates a robust authentication
method utilizing the Elliptic Curve Digital Signature Algorithm (ECDSA) [13] and Elliptic
Curve Diffie–Hellman (ECDH) [14] for key establishment and AES [15] for encryption and
decryption. It also emphasizes scalability and resilience against potential cybersecurity
threats. The primary contributions of this research are as follows:

1. Development of a secure and lightweight cryptographic protocol that addresses
the evolving needs of smart grid infrastructure while ensuring strong protection
against potential security threats, thereby maintaining the integrity and reliability of
smart grids.
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2. Efficient implementation of the proposed protocol across diverse platforms to ensure
a thorough evaluation of its performance for different smart grid nodes with varying
computation capabilities.

3. Experimental evaluation of performance, scalability, and security of the proposed
protocol under real-world conditions. Our evaluation includes testing across both
high-performance and resource-constrained devices and assessing resilience against
cyber threats to ensure the robustness and reliability of the protocol for effective
deployment in smart grid systems.

The structure of this paper is organized as follows: Section 2 provides the necessary
background for the proposed study and reviews relevant literature. Section 3 outlines
the design of the proposed cryptographic protocol. In Section 4, the development of the
experimental setup is detailed. Section 5 presents the experimental results, while Section 6
concludes this paper.

2. Background
2.1. Vulnerabilities of Smart Grid Infrastracture

The transition from traditional grids to smart grids addresses the increasing demand
for reliable, efficient, and sustainable energy solutions [16]. Traditional grids, operating
as one-directional systems, were limited in communication, control, and their ability to
integrate renewable energy, manage peak demand, and prevent outages. In contrast,
smart grids enable real-time monitoring, bi-directional energy flow, and enhanced grid
management, creating a dynamic and resilient energy ecosystem [17].

Smart grids integrate electricity generation, transmission, distribution, and consump-
tion, as shown in Figure 1, through a layered architecture of physical infrastructure, commu-
nication networks, and control systems. Power generation incorporates traditional plants,
renewable energy sources, and distributed generation (DG) resources like rooftop solar
panels and microturbines. While DG and renewables enhance grid flexibility and reduce re-
liance on fossil fuels [18], they necessitate secure communication protocols to ensure reliable
data exchange and prevent unauthorized access or manipulation. The transmission layer,
comprising high-voltage lines and substations, ensures efficient long-distance electricity
transport. Systems like wide-area measurement systems (WAMSs) [19] and PMUs enhance
grid stability analysis but rely on communication protocols such as IEC 60870-5-104 and
IEEE C37.118.2 [20], which are vulnerable to cyberattacks like MITM attacks, compromising
operational integrity [21].

The distribution network connects electricity to end-users through substations, trans-
formers, and smart meters. AMI supports real-time data exchange and dynamic load
management, enhancing efficiency but exposing the system to risks such as data intercep-
tion, manipulation, and denial-of-service attacks [22]. This vulnerability is further increased
by the integration of legacy power systems with newer smart grid technologies, such as
renewable energy resources. Legacy devices, lacking contemporary security features, intro-
duce additional risks due to their inability to support modern cryptographic protocols [23].
Simultaneously, the adoption of smart meters, while simplifying operations and enabling
precise monitoring, presents its own set of challenges, including risks to data confidentiality
and user privacy [24].

At the consumer level, devices like smart meters, energy storage systems, and EV
chargers facilitate renewable integration and demand-side management. However, these
advancements introduce new attack surfaces, with challenges such as weak authentication
mechanisms in smart meters and neighborhood area network (NAN) gateways, leaving
systems vulnerable to threats like key compromise impersonation (KCI) attacks [25].
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Supporting systems such as SCADA, ADMS [26], and distributed energy resource
management systems (DERMSs) [27] coordinate grid operations using devices like PMUs
and smart meters. Yet, traditional data aggregation schemes in smart grids often rely
on fully trusted authorities, posing significant security risks. This reliance makes them
susceptible to malicious behavior or collusion by control centers and gateways, enabling
adversaries to intercept, modify, or delete messages exchanged over public channels.

Figure 1. Overview of smart grid’s secure communication between nodes.

Despite the numerous benefits of smart grid technology, its interconnected and cyber-
physical nature introduces vulnerabilities. Key entry points for attackers include diag-
nostic ports on smart meters, wireless data transmission channels, EV charging stations,
and SCADA/AMI head-end servers [28]. These components are attractive targets for
cyberattacks aiming to disrupt operations or compromise data integrity, underscoring the
urgent need for robust and secure cryptographic solutions for smart grid systems.

2.2. Related Work

The interconnected networks in smart grid technologies continue to be significantly
susceptible to a range of sophisticated cyberattacks, including DoS, replay Attacks (RA),
time delay attacks (TDA), false data injection attacks (FDIA), malware attacks, and even
social engineering. The ramifications of these threats can encompass economic losses, data
breaches, and interruptions to essential services.
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Throughout the years, numerous high-profile incidents have underscored the catas-
trophic potential of cyberattacks on smart grids. In 2007, the Aurora attack [29], conducted
by the Idaho National Laboratory, illustrated how malicious software could manipulate
grid control systems, culminating in the severe failure of a power generator. In 2010, the in-
famous Stuxnet worm attack [30] compromised Iranian programmable logic controllers
(PLCs) through a USB flash drive, exploiting vulnerabilities to alter SCADA commands and
inflicting considerable damage on the nuclear program. The Dragonfly 2.0 [31] campaign
in 2014 specifically targeted energy companies, employing spear-phishing techniques and
malware-infected websites to gain unauthorized access to critical systems. Between 2015
and 2016, the cyberattack on the Ukrainian power grid [32] successfully leveraged spear-
phishing tactics to infiltrate SCADA systems, resulting in extensive substation outages.
More recently, in 2019, a DoS attack briefly disrupted the U.S. power grid, and in 2022,
the Sandworm group utilized the NikoWiper malware strain to assault Ukraine’s energy
sector. In 2023, a DoS attack targeted Hydro-Quebec [33], rendering the company’s web-
site and customer portal inaccessible. These incidents emphasize the urgent necessity for
security standards that incorporate advanced authentication, encryption, and real-time
monitoring to protect critical infrastructure.

The integration of cryptographic protocols within smart grids is imperative in ad-
dressing the escalating risks associated with sophisticated cyberattacks, such as DoS, RA,
and FDIA. End-to-end encryption, alongside advanced authentication mechanisms, ensures
secure communication and prevents unauthorized access across the vast and interconnected
network of the smart grid. Symmetric encryption, renowned for its efficiency, and asym-
metric encryption methods, including Rivest–Shamir–Adleman (RSA) [34], elliptic curve
cryptography (ECC) [13], and Diffie–Hellman (DH) [35]-based handshakes, are frequently
employed in hybrid strategies to optimize security, scalability, and performance. Fur-
thermore, robust authentication protocols enhance security by validating devices and
users prior to granting access, while advanced key management frameworks such as ad-
vanced key management architecture (ASKMA) and scalable method of cryptographic
key (SMOCK), in addition to certificate-based and certificateless encryption methods, offer
effective solutions for maintaining high levels of security.

Authentication and key agreement (AKA) protocols aim to balance security and
efficiency, ensuring the confidentiality of communication messages while minimizing
computational, storage, and communication overheads—an essential requirement for
practical deployment, particularly in resource-constrained devices. Since the introduction
of an AKA protocol for smart grids by Fouda et al. in 2011 [36], researchers have proposed
various protocols to address challenges like resistance to ephemeral secret leakage (ESL)
attacks, forward secrecy, and user anonymity. ECC-based AKA protocols are increasingly
favored due to their smaller key sizes and equivalent security levels to other asymmetric
cryptography techniques. However, many existing protocols, as shown in Table 1, such as
those by Nicanfar et al. [37] and Tanveer et al. [38], have been found lacking in areas like
users’ anonymity and untraceability.

Recent advancements include efforts to design protocols robust against emerging
threats while maintaining operational efficiency. For example, Hu et al. [39] introduced an
ECC-based authentication and key agreement protocol that addressed the issue of secure
smart meter registration over open communication channels, though its reliance on a
completely trusted registration center presents a potential point of vulnerability. Similarly,
Chai et al. [40] proposed an Shangyong Mima 2 (SM2)-based AKA protocol that offers user
anonymity and reduced computational demands. However, its requirement for secure
channels during registration restricts its applicability in environments where such channels
are unavailable.
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Certificateless cryptographic schemes have gained significant attention due to their
efficiency and reduced reliance on traditional certificates, thereby lowering key manage-
ment overhead. Early certificateless public key cryptography (CPKC) models, such as
Al-Riyami and Paterson’s work in 2003 [41], introduced a framework that eliminates the
need for traditional certificate authorities. However, early implementations faced scalability
issues and dependency on centralized or semi-centralized key generation centers (KGCs),
making them susceptible to single points of failure and trust issues. Recent advancements
have explored certificateless cryptographic techniques in smart grid applications. For in-
stance, Liu et al. (2023) [42] proposed a certificateless multi-dimensional data aggregation
scheme leveraging Paillier homomorphic encryption within a fog computing architecture.
This approach ensures secure data aggregation and key negotiation among users while
mitigating collision risks from control centers and fog nodes. Additionally, it enhances
user privacy protection against potential threats from malicious KGCs and significantly re-
duces computational overhead for smart meters and aggregators compared to conventional
aggregation techniques.

Table 1. Comparative analysis of cryptographic protocols for smart grid security.

Reference Cryptographic Approach Key Features/Advantages Limitations

Fouda et al. [36] Authentication and key
agreement (AKA) protocol

Early establishment of secure
communication channels

Lacks anonymity
and scalability.

Nicanfar et al. [37]
ECC-based, X.1035 standard
and Diffie–Hellman
based protocol

Provides basic authentication
and key agreement

Does not ensure user
anonymity and untraceability.

Tanveer et al. [38]

Authenticated encryption with
associative data (AEAD) prim-
itives used as access
control protocol

Efficient protocol design
Limited anonymity and
vulnerability to
certain attacks.

Hu et al. [39] ECC-based authentication and
key agreement (AKA) protocol

Enables secure registration
over open channels; flexible
design

Relies on a fully trusted
registration center.

Chai et al. [40] SM2-based authentication and
key exchange

Provides user anonymity;
exhibits low computational
overhead

Requires secure channels
during the registration phase.

Al-Riyami &
Paterson [41]

Certificateless public
key cryptography

Eliminates the need for tradi-
tional certificates; efficient
key management

Scalability issues; dependency
on centralized key
generation centers.

Liu et al. [42] Certificateless aggregation
with Paillier encryption

Enables secure data
aggregation; reduces
computational overhead for
smart meters

Potential collision risks and
implementation challenges.

Wang et al. [43] Certificateless with blockchain Offers decentralization and
enhanced transparency

Significant computational
overhead; less practical for
resource-constrained devices.

Certificateless aggregate signatures (CLASs) have also evolved to improve security
and bandwidth efficiency by aggregating signatures from multiple participants. How-
ever, existing certificateless methods still face scalability constraints and implementation
challenges in real-world smart grid environments. While blockchain-based certificateless
architectures [43] offer decentralization and transparency, they impose significant compu-
tational overhead, making them less practical for low-power, resource-constrained smart
grid devices.
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To address the gaps in prior works related to smart grid security, our proposed
work introduces a secure and lightweight cryptographic protocol to address the evolving
security needs of smart grid infrastructure. The protocol ensures strong protection against
potential security threats while maintaining system integrity and reliability. By evaluating
the protocol with different computing platforms and benchmarking its performance, we
demonstrate the applicability of our proposed protocol to different smart grid nodes.

3. Methodology
This section outlines the proposed cryptographic protocol designed for a smart grid

environment. It facilitates interactions between distributed nodes and the central manage-
ment server. It provides a step-by-step implementation and describes the key components
involved in the cryptographic processes.

3.1. System Architecture

The system comprises a certificate authority (CA), a central server, and multiple client
nodes, simulating a typical smart grid communication framework as shown in Figure 2.
Each client node represents various distributed smart grid elements, including smart meters
that monitor energy consumption and EV chargers that support the charging of EVs.

Certificate Authority

Generate Certificate

Server

Symmetric
Encryption/Decryption

Authentication/
Verification

Client ID Verification

Key Establishment

Client

Symmetric
Encryption/Decryption

Authentication/
Verification

Ping Server

Key Establishment

Wired/Wireless
Connection

Figure 2. System architecture illustrating the interaction between the certificate authority, server,
and client.

The client and server nodes generate their public and private keys and store them in
secure files in their respective memory systems. The CA generates certificates for both the
serve and the client nodes binding their public keys to their identities. The server and clients
use these keys to derive a shared secret during the key exchange phase. The established
shared secret can be used to encrypt and decrypt the communication between the server
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and clients, which is conducted over a wired or a wireless channel, such as wired/wireless
Ethernet or radio frequency or cellular communication (4G, 5G, etc.) or a hybrid channel
(i.e., wired and wireless over different intermediary nodes). In our experimental setup,
server and client nodes are connected via a wired Ethernet network, and they communicate
with each other using the Hypertext Transfer Protocol (HTTP). This architecture offers a
simulated environment for real-time data exchange in a smart grid to test and verify the
overall functionality of the cryptographic protocol and intelligence of the smart grid.

3.2. Proposed Protocol Design

Figure 3 illustrates the design of the proposed protocol. The proposed protocol estab-
lishes a secure communication mechanism between server and client nodes by integrating
multiple cryptographic techniques. In the proposed protocol, we have used ECDSA for
authentication instead of traditional methods like RSA. The primary reasons for this choice
are efficiency and security with smaller key sizes; RSA requires significantly larger key
sizes. For example, a 2048-bit RSA key provides equivalent security to a 256-bit ECDSA
key. In contrast, ECDSA offers strong security with shorter key lengths, which reduces
processing time and memory usage while maintaining robust protection against attacks.
The steps of our proposed protocol are outlined as follows:

Server (S) Client (Ci)

Server Certificate
CertS

Symmetric Key and Lifetime Generation
ksym ,T  

CertS

Nonce Generation
ri

Key Derivation
klocal

 = SHA-3 {ECDH(kpr, Ci , kpub, S)}

Certificate and Nonce Encryption
mr

Ci  = e klocal(Cert Ci, ri)

HMAC Generation of mr
Ci  

hm = HMAC klocal (mr
Ci)  

mrCi  || hm

yCi  || hy

SYNC message
mSYNC

Use ksym for lifetime TmSYNC

Server Authentication
Certificate Verification

  verECDSA, CA(CertS)

HMAC Generation of mr
Ci  

h'm = HMAC klocal (mr
Ci)   

Verification of hm 
hm = hm' 

Decryption of the Certificate and Nonce
  Cert Ci, ri = d klocal(mr

Ci)

Ci Authentication

Key Derivation
klocal

 = SHA-3 {ECDH(kpr, S , kpub, Ci)}

Encryption of Key, Nonce, Time, IDS
yCi = e klocal(ksym , ri , T, IDS)

HMAC Generation of yCi

 hy = HMAC klocal (yCi)  

Certificate Verification 
verECDSA, CA(CertCi)

Verification of hy
hy = hy'   

Decryption of Key, Nonce, Time, IDS
 (ksym, r'i , T, IDS) = d klocal(yCi) 

Verification of Nonce 
r'i = ri 

Verification
HMAC Generation of yCi
h'y = HMAC klocal (yCi) 

Store  ksym  

Verification of  IDGSM

Figure 3. Proposed server–client secure communication protocol.
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3.2.1. Certificate Authority (CA) Initialization

The CA initiates the system by generating certificates for both the server and client
nodes. The certificate for client is generated by integrating the client’s public key kpub,Ci

, its
identity IDCi , and the signature SCi , which is formulated using the CA’s private key kpr,CA.
The server certificate is generated by integrating the server’s public key kpub,S, its identity
IDS, and the signature SS, which is created using the CA’s private key kpr,CA. Additionally,
the CA ensures that the certificates are embedded with essential metadata, including
expiration dates, to deter reuse or exploitation. These certificates authenticate the server
and clients involved in the communication and ensure the integrity of the exchanged data.

3.2.2. Server Authentication

The protocol begins with the client sending a ping (authentication) message to the
server, “Authenticate me”. The server sends its signed certificate CertS to the client. The
client verifies the certificate with kpub,S using ECDSA to validate the server’s authenticity.
Upon successful validation, the client generates a nonce/coin value (ri) that will be utilized
in the protocol to prevent replay attacks. The client then derives a shared secret using
ECDH from kpr,Ci and kpub,S. The client then generates a shared local key (klocal) by applying
SHA-3 to the shared secret.

Shared Secret = ECDH(Kpr,Ci , Kpub,S)

klocal = SHA-3(Shared Secret)

Afterwards, the client encrypts its certificate CertCi along with the nonce ri using klocal

to generate the encrypted message mr
Ci

using AES-256 in cipher block chaining (CBC) mode.
The client then generates an HMAC hm = HMACklocal

(mr
Ci
) of the encrypted message.

The encrypted message mr
Ci

and the corresponding HMAC hm are transmitted to the server.

3.2.3. Client Authentication

Upon receiving the client’s message, the server computes the local key klocal using its
private key and the client’s public key:

Shared Secret = ECDH(kpr,S, kpub,Ci
)

klocal = SHA-3(Shared Secret)

Using klocal , the server verifies the HMAC and decrypts mr
Ci

using AES to extract the
client’s certificate and nonce. The client’s certificate is then validated using the CA’s public
key (kpub,CA). The server responds by generating a symmetric key (ksym), assigning it a
lifetime T, and encrypting these values, along with the nonce and server’s ID (IDS) using
the derived klocal :

yCi = eklocal
(ksym, ri, T, IDS)

where eklocal
denotes the encryption operation with key klocal . In our protocol, we have

used AES-256 in CBC mode for this encryption. An HMAC (hy) is also computed of yCi .
The server sends yCi ||hy to the client.

3.2.4. Symmetric Key Establishment

The client performs verification by generating the HMAC h
′
y of the received message yCi

and comparing it with the received HMAC hy. Following successful verification, the client
decrypts the message and verifies the nonce and server ID for authenticity. Upon confirming
these elements, the client securely stores ksym for use in future communication.
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3.2.5. Secure Communication

Once ksym is established, all further communication is encrypted by a symmetric
protocol. In our protocol, we have used AES-256 in cipher block chaining (CBC) mode.
For message encryption, the sender uses ksym to encrypt the plaintext message:

Ciphertext = eksym(Plaintext).

The message integrity of symmetric encryption in our protocol is ensured through an
HMAC also generated using ksym.

Message HMAC = HMACksym(Ciphertext).

The encrypted ciphertext and the HMAC are sent together to the receiver. Upon re-
ceipt, the receiver first verifies the HMAC to confirm the integrity and authenticity of
the ciphertext:

Computed HMAC = HMACksym(Ciphertext′).

If the computed HMAC matches the received HMAC, the ciphertext is deemed intact.
The receiver then decrypts the ciphertext using ksym to retrieve the plaintext message:

Plaintext = dksym(Ciphertext′).

This method ensures both confidentiality and integrity of the communication. The sym-
metric key ksym provides consistent encryption and HMAC generation, protecting against
unauthorized tampering or interception of messages within a smart grid environment.

3.2.6. Security Analysis

The proposed protocol exhibits comprehensive security features designed to effec-
tively mitigate significant cyber threats within smart grid environments. It addresses
man-in-the-middle (MITM) attacks through the implementation of mutual certificate ver-
ification and shared secret derivation, which collectively renders it highly challenging
for adversaries to impersonate either party involved in communication. Furthermore,
the incorporation of timestamps and random nonce generation enhances protection against
replay attacks, ensuring that each communication session is distinct and not vulnerable to
reuse by malicious entities.

To reduce the likelihood of Denial-of-Service (DoS) attacks, the protocol incorporates
an early verification mechanism that suspends authentication when certificate validation
fails, thereby preventing the unnecessary consumption of resources. In terms of session
security, the protocol generates unique symmetric keys for each session, effectively mit-
igating risks associated with session key attacks. It also ensures the confidentiality of
sensitive identifiers through secure encryption, while robust mutual authentication mea-
sures—anchored in secure private key usage and HMAC verification—provide deterrence
against impersonation attempts.

Lastly, mutual authentication is established through a bidirectional exchange and
validation of certificates, ensuring that only authorized participants can engage in secure
communications. These security features collectively highlight the protocol’s resilience and
suitability for protecting critical smart grid infrastructures.

4. Experimental Setup
This section describes the experimental setup used to evaluate the proposed protocol

designed for smart grid environments. The setup features a server–client architecture and
simulates real-world network conditions for a smart grid environment.
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4.1. Hardware Configuration

Figure 4 depicts the communication between the server and clients. The server node,
which functions as the SCADA, has been implemented on a high-performance machine
equipped with an Intel Core-i9 32-core processor operating at 2.0 GHz, with 32 GB of
random access memory (RAM) and a Gigabit Ethernet interface. This server has been
assigned a static IP address of 192.168.1.1.

In the experimental testbed, client nodes, which represent various distributed com-
ponents of the smart grid, including smart meters and EV chargers, have been deployed
on a diverse array of hardware configurations. These configurations range from embed-
ded devices (e.g., ESP-8266 modules) to high-performance octa-core machines. Client
machines have been allocated dynamic IP addresses within the range of 192.168.1.101 to
192.168.1.150.

All nodes are interconnected through a Gigabit Ethernet local area network (LAN)
that is managed by a network switch. Manual delays ranging from 0.1 ms to 5 ms have
been introduced to emulate real-world conditions.

Client 3

Client 2

Client 1

Server
Ethernet

Connection

Figure 4. Overview of server–client communication architecture.

4.2. Software Configuration

The server and client applications developed in the C programming language employ
HTTP communication to enable efficient data exchange over a network. It is important
to highlight that HTTP was utilized primarily for experimental evaluation and to facili-
tate ease of implementation. The proposed protocol is designed to be protocol-agnostic,
allowing for adaptation and deployment across industry-standard smart grid communi-
cation protocols, such as IEC 61850, DNP3, or MQTT over TLS. Furthermore, the security
mechanisms implemented, including ECDSA for authentication, ECDH for key exchange,
and AES-256 encryption, operate independently of HTTP, ensuring compatibility with
secure transport layers.

The communication protocol encompasses three fundamental operations:

1. /authenticate: handles client authentication using ECDSA.
2. /exchange-ecc: establishes a shared secret using ECC-based ECDH.
3. /send-message: facilitates secure message exchange using AES-256-CBC encryption.

The server was hosted on port 3000 and was configured to handle incoming HTTP
requests at http://192.168.1.1:3000. Clients connect to the server using their desig-
nated IP addresses and interact with predefined API endpoints for secure communication.
For cryptographic operations, we utilized Open Secure Sockets Layer (OpenSSL) libraries,
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implementing ECDSA for authentication, ECDH for secret key establishment, and AES-
256-CBC for encryption and decryption.

Both server and client operations were orchestrated using a custom Makefile, which
streamlines the processes of key generation, compilation, and execution. The ECC keys for
both parties were pre-generated utilizing a script and securely stored in designated files
for future reference. This methodology significantly enhanced security by circumventing
the need for public key transmission across the network. The private keys were securely
stored in designated files, while the public keys were embedded in certificates issued by a
trusted Certificate Authority (CA). These certificates allow the public keys to be shared and
verified securely without exposing sensitive private key information.

4.3. Experimental Scenarios

The following scenarios were assessed to validate the functionality and performance
of the protocol:

• Secure Authentication and Communication: Legitimate clients authenticated with
the server performed ECDH-based key exchange and securely exchanged encrypted
messages using AES. The decrypted message was verified on the server side to ensure
successful decryption.

• Authentication Failure: Malicious clients attempting to access the server were denied
after failed authentication attempts. Such events were logged for further investigation.

• Network Delays: Manual delays were introduced to assess the protocol’s robustness
under varying communication delays.

4.4. Evaluation Metrics

The effectiveness of the protocol was evaluated using the following metrics:

• Time analysis: The time taken for each protocol step was recorded to assess the sys-
tem’s responsiveness, including authentication, key exchange, and message exchange.

• Throughput: The server’s capability to manage multiple clients was assessed by
systematically increasing the number of connected clients to 10, 50, and 100.

• Power analysis: The power consumption of the protocol quantification during
its execution.

• Cryptographic Overhead: The time taken to perform ECDH key exchange and AES
encryption/decryption operations was measured.

4.5. Key Generation and Security Measures

To establish secure communication, ECC keys for both the server and client were
generated utilizing a script before authentication begins. These keys were securely stored
in designated files in respective nodes and loaded during runtime.

The experimental setup helps us to evaluate the protocol’s capability to deliver secure,
scalable, and efficient communication within a smart grid system.

5. Results
This section presents the findings from our proposed protocol. We evaluated the

protocol based on different metrics such as latency, scalability, and cryptographic overhead.
Experiments were conducted on a high-end server equipped with an Intel Xeon 24-core
processor operating at 2.0 GHz, 32 GB of RAM, and nodes of various specifications.
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5.1. Performance Analysis

The performance of the proposed protocol was evaluated using metrics, including
latency, scalability, cryptographic overhead, and resource utilization, to assess its effective-
ness in real-world scenarios.

5.1.1. Time Analysis Based on Each Cryptographic Operation

Table 2 presents a detailed analysis of the time required for each cryptographic opera-
tion involved in the protocol, illustrating performance metrics across three platforms: the
server, a Core-i7 desktop client, and an ESP-8266 embedded client. This evaluation assesses
the protocol’s responsiveness and its effectiveness across diverse hardware configurations.

The authentication process is divided into two phases: signing, performed on the
server, and verification, carried out by the clients. The signing operation is highly efficient
on the server, requiring only 0.019 ms, while the verification process is more computation-
ally demanding. The Core-i7 client requires 1.247 ms for verification, whereas the ESP-8266
embedded client takes 4.070 ms to complete the same task.

Table 2. Time utilized by each cryptographic operation involved in the protocol on both server
and client.

Protocol Steps
Server

Client

Core-i7 ESP-8266

Time (ms)

Authentication (Signing) 0.019 0.021 1.979
Authentication (Verification) 0.066 1.247 4.070

Local Key Derivation 1.268 2.597 4.601
HMAC Generation 0.006 0.009 0.040
HMAC Verification 0.008 0.011 0.400

AES Encryption 0.002 0.003 0.158
AES Decryption 0.002 0.005 0.138

In addition, local key derivation, which involves elliptic curve computations and
hash functions, reveals significant differences in performance depending on the device.
The server completes this task in 1.268 ms, the Core-i7 client in 2.597 ms, and the ESP-8266
in 4.601 ms. These differences highlight the additional processing overhead associated with
embedded environments that possess limited computational resources.

HMAC operations exhibit impressive efficiency across all platforms. The generation
phase requires 0.006 ms on the server, 0.009 ms on the Core-i7 client, and 0.040 ms on the
ESP-8266. Verification times are also minimal, with 0.008 ms on the server, 0.011 ms on the
Core-i7 client, and 0.400 ms on the ESP-8266.

AES operations further highlight the protocol’s adaptability and speed, making it
ideal for both high-performance and resource-constrained devices. Encryption times are
0.002 ms (for encrypting ksym, ri, T, and IDS to generate yCi as shown in Figure 3) on the
server, 0.003 ms (for encrypting CertCi and ri to generate mr

Ci
as shown in Figure 3) on

the Core-i7 client, and 0.158 ms on the ESP-8266 client. Decryption times are similarly
efficient at 0.002 ms on the server, 0.005 ms on the Core-i7 client, and 0.138 ms on the
ESP-8266. While processes like authentication verification and local key derivation take
more time, especially on the ESP-8266. However, the overall performance of the protocol
remains efficient.
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5.1.2. Time Analysis Based on Steps Involved in Protocol

Table 3 provides a comprehensive overview of the duration required for critical
protocol steps executed on the server, Core-i7 client, and the ESP-8266 embedded client.
In Step 2 of the protocol, the server exclusively generates the symmetric key and the time
period T for the symmetric key, while the client side involves certificate verification, key
derivation, HMAC, and nonce generation. The server exhibits high efficiency, completing
this step in 0.015 ms due to a reduced number of operations, whereas the Core-i7 client
takes 2.767 ms. In contrast, the ESP-8266 experiences significantly greater latency at
41.143 ms, which can be attributed to hardware limitations.

Step 3, which is executed solely on the server and entails the execution of all operations
from Step 2 on the client side, requires 3.766 ms. In addition, Step 4, which primarily focuses
on decryption and verification, is completed in 0.039 ms on the Core-i7 and 0.283 ms on
the ESP-8266.

The total execution time reflects the cumulative duration of all steps, with the server
completing the entire process in 3.940 ms and the Core-i7 client achieving a time of
3.469 ms, indicating substantial efficiency. Although the ESP-8266 records a longer duration
of 44.426 ms, it is noteworthy that this device remains capable of supporting the protocol,
demonstrating its viability even under resource-constrained conditions.

Table 3. Time utilized by each step on both the server and client to evaluate the protocol responsiveness.

Protocol Steps
Server

Client

Core-i7 Esp-8266

Time (ms)

Step 2 0.015 2.767 41.143
Step 3 3.766 – –
Step 4 – 0.039 0.283

Total Time 3.940 3.469 44.426

5.1.3. Throughput Analysis

Table 4 provides a comprehensive evaluation of the protocol’s performance across
varying client loads on different platforms, specifically a core-i7 desktop client and the
ESP-8266 microcontroller. The data indicate that as the number of clients increases, the total
response time correspondingly rises, reflecting the additional computational demands
of managing multiple simultaneous requests. For the core-i7 desktop system, response
times ranged from 3.47 ms for a single client to 387.28 ms when 100 clients were active.
In contrast, the ESP-8266, constrained by limited hardware resources, exhibited higher
response times, beginning at 41.14 ms for a single client and escalating to 4589.67 ms for
100 clients.

Table 4. Throughput analysis with a different number of clients.

No. of Clients
Total Response Time (ms) Throughput (Clients/s)

Core-i7 ESP-8266 Core-i7 ESP-8266

1 3.47 41.14 288.27 24.30
10 36.90 427.27 271.01 23.40
50 189.21 2198.15 264.56 22.75
100 387.28 4589.67 258.21 21.79

Throughput, measured as the number of requests processed per second, gradually
declined as the number of clients increased, attributed to resource contention. The desktop
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system maintained a commendable throughput, decreasing from 288.27 requests per second
for 1 client to 258.21 requests per second for 100 clients. Meanwhile, the ESP-8266 achieved
lower throughput, starting at 24.30 requests per second for a single client and decreasing
to 21.79 requests per second at full capacity. Despite the ESP-8266 exhibiting relatively
lower performance metrics, it succeeded in maintaining reasonable response times and
throughput, highlighting the protocol’s efficacy for resource-constrained grid edge devices.

5.1.4. Resource Utilization and Energy Efficiency

The analysis of resource usage, encompassing memory and power consumption,
was conducted during various protocol phases. The findings underscore the protocol’s
efficiency in performance:

1. Memory Usage: Peak memory utilization remained below 6 MB for both the client
and server, even under high load conditions. The memory usage results indicate
modest overhead for devices operating with limited resources/memory.

2. Power Consumption: Figure 5 presents the power consumption metrics observed
during the execution of the protocol. The power consumption data were collected
using the powerstat tool, which captured readings at one second intervals over a total
duration of 60 s. These readings were sourced from RAPL (Running Average Power
Limit), an Intel processor feature that allows real-time measurements of CPU and
RAM. To enhance accuracy, we collected power readings at a frequency of 10 samples
per second, computing the average of these 10 readings for each second over a total
duration of 60 s. This averaging approach smooths out transient fluctuations and
provides a more reliable representation of the protocol’s power consumption. While
short-term variations were observed, the overall trend remained stable. During the
execution of the proposed protocol, the system exhibited an average power consump-
tion of 37.77 watts, accompanied by a geometric mean of 37.37 watts and a standard
deviation of 5.66 watts. The maximum recorded power consumption was 54.14 watts,
while the minimum was 28.46 watts. The close alignment between the arithmetic
average and the geometric mean indicates a stable power consumption pattern with
minimal skewness. Furthermore, the moderate standard deviation reinforces this
observation, suggesting that the power demands of the protocol remain consistent
throughout the cryptographic operations executed. These findings underscore the
protocol’s efficiency and its appropriateness for energy-constrained environments,
where predictable and moderate power usage is crucial.

3. Power Efficiency: An assessment based on average power consumption and through-
put data reveals that the protocol achieves a commendable balance between per-
formance and power usage. For instance, with a throughput of 594 requests per
second, the estimated energy cost per request is approximately 0.063 watts/second,
showcasing its energy efficiency.

The combination of low resource utilization and power efficiency demonstrates the
proposed protocol’s suitability for smart grids with resource-constrained grid edge nodes.

5.1.5. Security Metrics and Failure Recovery

The resilience of the protocol was thoroughly evaluated through controlled disruptions
during client–server communication, including sudden disconnections and instances of
packet loss. The server demonstrated an effective response to these challenges, achieving
recovery within an average of 3 ms. This recovery process included the re-establishment of
client sessions and the continuation of protocol procedures, ensuring that both the shared
secret and the integrity of the encrypted messages remained intact.
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Figure 5. Power usage over time during protocol execution.

To further assess the robustness of the protocol, transient network failures and dis-
ruptions have been conducted. In all instances, the protocol maintained a secure state and
seamlessly resumed operations, underscoring its capability to adapt to dynamic and ad-
verse conditions without compromising security and mitigating performance degradations.

The protocol’s ability to support rapid recovery and sustained, secure communication
highlights its robustness, making it a dependable solution for applications that demand
high resilience to network failures alongside stringent security standards.

5.2. Comparison with State-of-the-Art Methods

Table 5 illustrates the average computational time of the proposed protocol compared
to state-of-the-art methods. To facilitate a fair comparison, we scaled the computational
values of other protocols to match our testbed specifications [44]. While scaling may
not provide 100% accuracy for system runtime due to variations in the instruction set
architectures, different numbers of cores and memory subsystems, it offers reasonable
estimates that allow for valid relative comparisons.

Table 5. Average computational time of our proposed protocol compared to other state-of-the-
art methods.

Methods Server (ms) Client (ms) Total (ms) Speedup

Garg et al. [45] 15.82 17.92 33.73 4.55×
SM2 [46] 15.54 16.58 32.12 4.33×

PSLA [40] 16.83 14.34 31.17 4.20×
Proposed 3.94 3.47 7.41 -

The results show that the proposed protocol achieves significantly lower computation
time on both the server and client sides, reducing the overall execution time to 7.41 ms,
which is 4.55×, 4.33× and 4.20× faster than Garg et al. [45], SM2 [46], and PSLA [40].
The substantial reduction in execution time highlights the lightweight nature of our pro-
tocol, making it well suited for resource-constrained smart grid environments without
compromising security.
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5.3. Discussion on Smart Grid Security Standards and Real-World Applicability

To ensure our proposed protocol complies with smart grid security standards, we eval-
uated its cryptographic overhead on high-performance (Core-i7) and resource-constrained
(ESP32) hardware. The results indicate that while computational efficiency varies between
these platforms, the protocol is sufficiently feasible for low-power embedded devices typi-
cally utilized in smart grid environments. This aspect is particularly important, given that
a smart grid embodies edge devices such as smart meters, sensors, and remote terminal
units (RTUs) with limited processing capabilities. Additionally, our protocol conforms to
the fundamental principles of the IEC 62351 protocol, which serves as the security standard
for power system communication. The incorporation of ECDSA for authentication, ECDH
for secure key exchange, and AES-256 for encryption combined with HMAC for data
confidentiality and integrity, respectively, is consistent with the requirements outlined in
IEC 62351-3 (secure transport), IEC 62351-5 (SCADA security), and IEC 62351-8 (role-based
authentication). Given that IEC 61850-based systems often necessitate lightweight yet
secure cryptographic implementations, our findings suggest that the proposed protocol can
seamlessly integrate into smart grid infrastructures with minimal computational overhead.
By demonstrating its adaptability to real-world constraints, our study offers a scalable and
secure solution for authentication and communication within smart grid systems.

6. Conclusions
The proposed secure communication protocol addresses critical security challenges

within smart grid environments with a comprehensive approach. By incorporating ECDSA-
and ECDH-based key exchange in conjunction with AES-256, the protocol delivers robust
authentication, secure key distribution, and reliable data encryption. Performance eval-
uations highlight its suitability for real-world deployment, achieving a total server-side
execution time of 3.940 ms, a throughput of 288.27 requests per second on high-performance
devices, and 21.79 requests per second on embedded platforms like ESP-8266. The proto-
col demonstrates a low power consumption of 37.77 W on average with an energy cost
of 0.063 joules per request and resilience to network failures with an average recovery
time of 3 ms. Minimal cryptographic overhead, efficient AES encryption (0.002–0.158 ms),
and HMAC generation times (0.006–0.040 ms) further establish its adaptability for dynamic
and resource-constrained environments such as smart grids.

Future efforts will expand the protocol’s capabilities to adapt to emerging technologies
and tackle the challenges posed by quantum computing, especially concerning Shor’s
algorithm. Integrating post-quantum cryptographic (PQC) solutions and exploring hybrid
handshaking approaches will facilitate secure transactions in smart grid systems. Fur-
thermore, upcoming research will focus on innovative security mechanisms, including
physically unclonable functions (PUFs) and AI-driven anomaly detection to strengthen
smart grid robustness.
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